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Abstract— Coding over channels whose state can depend non-
causally on the entire transmitted codeword and message are
studied. The channel model is a variation on the arbitrarily
varying channel (AVC) with state constraints. The randomized
coding capacity of this channel is shown to be equal to the
minimum of the capacities of channels in the row-convex closure
of the AVC. Common randomness ofO(log n) bits is sufficient
to achieve this capacity.

I. I NTRODUCTION

In studying the problem of communication in the presence
of an adversary orjammer, the capabilities and knowledge of
the jammer are of primary importance in specifying the model.
The jammer may have no knowledge of the message to be
transmitted, may know the message but not the transmitted
codeword, may be able to wiretap the channel to get causal
knowledge of the codeword, or may know the full codeword
in advance. Coding strategies under one set of assumptions on
the jammer may no longer be effective under another. In the
arbitrarily varying channel (AVC) many of these distinctions
can be captured in the definition of the error probability. For
example, in the for deterministic codes under maximum error,
it is implicit that the jammer may choose its input based on
the entire transmitted codeword. For randomized codes, the
jammer is assumed to know themessagebut not thecodeword.
In this work we will study randomized coding for the case
in which the jammer knowsboth the message and the entire
codeword, as shown in Figure 1.

In a randomized code, the encoder and decoder share a
source of common randomness orsecret keythat is unknown
to the jammer. This introduces randomness in the mapping
from a message to its codeword. Randomized codes are
typically designed to make the jammer’s actions no worse than
noise from the perspective of the decoder. The assumption in
standard AVCs under randomized coding is that the jammer
may know the message but not the codeword. In the case where
the jammer knows the codeword as well, more care must be
taken in the code construction, since a particular codeword
may give the jammer enough information about the secret key
to render the randomization useless.

Coding for AVCs with partial or full knowledge of the
codeword at the jammer has been studied before. The classic
paper of Blackwell, Breiman, and Thomasian [1] proves a
randomized coding theorem when the jammer can observe
the channel inputs and outputs causally, and related questions
are discussed in the book by Csiszár and Körner [2]. For
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Fig. 1. Communicating over a channel whose state can depend on the
messagei and channel inputx non-causally. The jammer can chooses to
be a function ofi andx but does not have access to the common randomness
(secret key) shared by the encoder and decoder.

this model, deterministic coding was also investigated by
Ahlswede and Wolfowitz [3], but in general the deterministic
coding capacity is unknown. The capacity under randomized
coding for binary channels with a constrained bit-flipping
jammer that knows the codeword was recently solved by
Langberg [4], who showed that if the jammer can flip no more
than a fractionΛ of the bits, the capacity isC(Λ) = 1−hb(Λ),
the same as a binary symmetric channel with flip probability
Λ. Furthermore, he showed thatO(log n) bits of common
randomness were sufficient for codes of blocklengthn. Smith
[5] showed that computationally efficient capacity-achieving
codes exist for this channel withO(n) bits of common
randomness. Agarwal, Sahai, and Mitter [6] used randomized
codes for an adversarial channel model in which the adversary
is restricted by a distortion constraint and whose capacityis
a rate-distortion function. In our model, the structure of the
channel and constraints are different, and we do not fix the
input distribution.

In this work we extend the result of [4] to general cost-
constrained AVCs in which the codeword is known to the
jammer. The capacities for randomized coding under maximal
errorCr(Λ) and deterministic coding under average error with
no codeword information at the jammer were found by Csiszár
and Narayan [7], [8]. In their randomized code construction,
the amount of shared randomness between the encoder and
decoder is not bounded explicitly and it is assumed that the
jammer does not know the transmitted codeword. Unlike in
the binary additive case, we cannot achieve the randomized
coding capacityCr(Λ). Instead, the capacity is limited by the



worst case average channel with input-dependent state:

W̄dep(Λ) =

{

V (y|x) : V (y|x) =
∑

s

W (y|x, s)U(s|x)
}

The corresponding capacity is:

Cdep(Λ) = max
P (x)

min
V ∈W̄dep(Λ)

I(X ∧ Y ) (1)

The central result of this paper is that the randomized
coding capacity can be achieved withO(log n) bits of common
randomness even when the jammer knows the codeword.

Main Theorem 1:For the AVC {W , l(s),Λ} with code-
word known to the jammer, the rateR(n) is achievable with
a secret key oflogK(n) bits and error̂εr(n), where

R(n) = Cdep(Λ) − ρ(n) − 1

2n
logK(n) (2)

ρ(n) ≤ 4Cdep(Λ) log |Y| · n

ε̂r(n)
√

K(n) logK(n)
(3)

One strategy for constructing randomized codes with small
secret key comes from the ”elimination technique” introduced
by Ahlswede [9], which involves sampling a randomized code
with large secret key to get a code with smaller key size
whose probability of decoding error can still be driven to0.
This technique has also been used to bound the randomization
needed when the jammer does not know the codeword [10].
When the jammer does know the transmitted codeword, such
a sampling procedure will not work because the jammer’s
knowledge will introduce dependencies in the error.

Instead, we use the approach suggested by Langberg [4],
which uses deterministic list codes followed by a derandom-
ization step. We first generalize the results of Ahlswede [11],
[12] to the constrained AVC setting and show that a rate
R = Cdep(Λ) − ǫ can be achieved with list sizeL =
O(ǫ−1) under maximum error. We then describe a way of
constructing a randomized code by taking subsets of the list
code’s codewords. In the next section we describe the problem
more formally, and then describe our results on list codes in
Section III. In Section IV we provide the randomized code
construction, and we discuss some of the applications of this
result in Section V.

II. D EFINITIONS

An arbitrarily varying channel (AVC) is a collection of
W = {W (·|·, s) : s ∈ S} of channels from an input
alphabetX to an output alphabetY parameterized by a state
s ∈ S. Here we will assume the setsX , Y and S are
finite. If x = (x1, x2, . . . , xn), y = (y1, y2, . . . , yn) and
s = (s1, s2, . . . , sn) are lengthn vectors, the probability ofy
givenx ands is given by:

W (y|x, s) =

n
∏

i=1

W (yi|xi, si) . (4)

We think of the state as being controlled by a malicious
adversary, called thejammer, whose objective is to maximize
the probability of decoding error and thereby minimize the
capacity.

We are interested in the case where there is a cost function
l : S → R

+ on the jammer. We will assume thatmaxs l(s) ≤
lmax <∞. The cost of ann-tuple is

l(s) =

n
∑

k=1

l(sk) . (5)

The state obeys a state constraintΛ if

l(s) ≤ nΛ a.s. . (6)

Note that ifΛ = lmax then the state constraint is inoperative
and we return to the unconstrained case.

As an example, take the AVC given byy = x ⊕ s with
X = Y = S = {0, 1} and l(s) = s. This is similar to a
binary symmetric channel (BSC) with flip probabilityΛ. Here,
however, the channel is constrained to flipno more thanΛn
bits but a code must correctany error patternof weightΛn. By
contrast, a BSC will flip close toΛn bits with high probability
and the code must correctmost error patterns.

Let [M ] = {1, 2, . . . ,M}. An (n,N,K) randomized code
for the AVC is a family of maps{(φk, ψk) : k = 1, 2, . . . ,K}
indexed by a set ofK keys. The encoding maps are functions
φk : [N ] → Xn and the decoding maps areψk : Yn → [N ].
The rate of the code isR = n−1 logN . The decoding region
for messagei under keyk is Di,k = {y : ψk(y) = i}. In the
case where the jammer knows the codeword we will want the
images of the encoding mapsimφk to have large intersection
so that the knowledge of the codeword does not reveal too
much about the keyk.

The power of randomized codes comes from modifying the
definition of the error probability. Rather than demanding that
the decoder error be small for every message and every key
value, we instead require it to be small for every message
on average over key values. Here we assume the key is
chosen uniformly in the set{1, 2, . . . ,K}. For standard AVC
in which the jammer does not know the codeword, we define
the maximum probability of error by

εr = max
i

max
s

1

K

K
∑

k=1

(1 −Wn (Di,k|φk(i), s)) . (7)

Let J (Λ) = {J : [N ] × Xn → Sn : l(J(x)) ≤ nΛ}. When
the jammer knows both the messagei and the transmitted
codewordφk(i), then we define the maximum probability of
error by

ε̂r = max
i

max
J∈J (Λ)

1

K

K
∑

k=1

(1 −Wn (Di,k|φk(i), J(i, φk(i)))) .

(8)

We will say a sequence of pairs(R(n),K(n)) is achiev-
able under maximum errorif there exists a sequence of
(n, 2nR(n),K(n)) randomized codes whose errorε → 0
as n → ∞. The capacity with randomizationK(n) is the
supremum of all achievable rates.

An (n,N,L) deterministic list codefor the AVC is a
pair of maps (φ, ψ) where the encoding function isφ :



{1, 2, . . . , N} → Xn and the decoding function isψ : Yn →
{1, 2, . . . , N}L. The rate of the code isR = n−1 log(N/L).
The codebookis the set of vectors{xi : 1 ≤ i ≤ N},
where xi = φ(i). The decoding region for messagei is
Di = {y : i ∈ ψ(y)}. We will often specify a code by
the pairs{(xi, Di) : i = 1, 2, . . . , N}, with the encoder and
decoder implicitly defined.

For list codes we can also define the maximum probability
of error:

εL = max
i

max
s

(1 −Wn (Di|φ(i), s)) . (9)

Because the decoding regionsDi can overlap for list codes,
the error probability can be small without randomization for
every messagei. A sequence(R(n), L(n)) is achievable if
there exists a sequence of(n, 2nLR(n), L(n)) list codes whose
errorεL → 0 asn→ ∞. The list coding capacity for list codes
of list sizeL is the supremum of rates achievable with fixed
list sizeL(n) = L and is denoted byCL(Λ).

III. L IST CODES FOR STATE-CONSTRAINEDAVCS

The arbitrarily varying channel with deterministic codes
and maximal error is directly related to the design of error
correcting codes. Because this is a difficult problem, we
can instead consider list decoding, a relaxation in which the
decoder is allowed to output a small list and we need only
guarantee the transmitted message is in the list.

Theorem 1 (List decoding for maximal error):Let W =
{W (·|·, s) : s ∈ S} be an arbitrarily varying channel with
constraint functionl(s) and state constraintΛ. Fix a rate
R < Cdep(Λ). ThenR is achievable under maximal error
with deterministic list codes of list size

L < O

(

1

Cdep(Λ) −R

)

. (10)

In other words,

Cd(L,Λ) ≥ Cdep(Λ) −O(L−1) . (11)
The result is proved in two steps – first we claim that list

codes of exponential list size exist, and then we construct a
code of finite list size by sampling codewords from the larger
list code. This line of argument follows that developed by
Ahlswede [11], [12].

A. List codes with large lists

Lemma 1:Let (W , l(·),Λ) be a constrained AVC. For any
ǫ > 0 there is ann sufficiently large and an(n,N,L) list code
C with

N ≥ exp (n (H(P (x)) − o(ǫ))) (12)

L ≤ exp

(

n

(

max
V ∈W̄dep(Λ)

H(V ′(x|y)|P ′(y))

+O(ǫ log ǫ−1)

))

(13)

ε(C) ≤ exp(−nE(ǫ)) (14)

whereP (x)V (y|x) = P ′(y)V ′(x|y).

Details of the proof can be found in [13]. The arguments are
similar to [11] and use type arguments of a standard nature
[2].

B. List reduction

We can now prove a generalization of Ahlswede’s result
[12] to the constrained AVC. Given a small gapǫ from
capacity, we subsample the previous code with exponential
list sizes to obtain a code with finite list sizeO(ǫ−1) that can
achieve ratesǫ away from capacity.

Lemma 2:Let (W , l(·),Λ) be a constrained AVC whose
randomized coding capacity isCdep(Λ). For anyǫ′ > 0 there
exists a list code of rateR > Cdep(Λ) − ǫ′ and list size

L′ <

⌈

4 log |Y|
Cdep(Λ) −R

⌉

+ 1. (15)

Proof: By Lemma 1 there existsN , L, andδ satisfying
(12) – (14) for anyǫ so that there exists an(n,N,L) list code
CL = {(ui, Di) : i ∈ [N ]}. Note thatN/L = exp(n(Cdep −
2ǫ)). We will subsample this codebook to find our code of
constant list size.

Let N ′ = exp(nR) andCL′ = {(xj , Dj) : j ∈ [N ′]} be a
collection ofN ′ codewords selected uniformly fromCL. We
will prove that there exists a constantL′ such that noy ∈ Yn

is in more thanL′ decoding setsDj with high probability. Fix
y ∈ Yn and note that from the definition ofCL we have

E (1(y ∈ Dj)) = P (y ∈ Dj) ≤
L

N
. (16)

For a fixed y, the chance that more thanL′ decoding
regions containy out of N ′ choices can be bounded above
using Sanov’s Theorem [14, Theorem 12.4.1]. That is, for
µ = (N ′+1)2 < exp(n3R) ≤ exp(n3 log |Y|) we can choose
n large enough so that

P





1

N ′

N ′

∑

j=1

1(y ∈ Dj) >
L′

N ′





≤ µ · exp

(

−N ′
(

D

(

L′

N ′

∥

∥

∥

L

N

)))

. (17)

We will upper bound the exponent:

−N ′D

(

L′

N ′

∥

∥

∥

L

N

)

+ logµ

= −L′ log
L′/N ′

L/N
−N ′

(

1 − L′

N ′

)

log
1 − L′/N ′

1 − L/N
+ logµ.

(18)

To deal with the second term we use the inequality−(1 −
a) log(1 − a) ≤ 2a (for small a) on the term (1 −
L′/N ′) log(1 − L′/N ′) and discard the small positive term
−(1 − L′/N ′) log(1 − L/N).

−N ′D

(

L′

N ′

∥

∥

∥

L

N

)

+ logµ

≤ −L′ log
L′/N ′

L/N
+N ′

(

2
L′

N ′

)

+ logµ

= −nL′(Cdep −R − 2ǫ) − L′ logL′ + 2L′ + logµ

≤ −nL′(Cdep −R − 2ǫ) + 3 log |Y| (19)
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Fig. 2. Constructing a randomized code from a list-decodable code. We
put the codewords of the list code into a

√
K ×N/

√
K table. Each column

has a partition of the set ofK keys into setsAij of
√

K keys each. The
intersection of the key sets is small.

The last inequality follows from takingL′ > 4 and the bound
on µ.

Now we take a union bound over ally to get

P





1

N ′

N ′

∑

j=1

1(y ∈ Dj) >
L′

N ′ ∀y





≤ exp
(

−n
(

L′(Cdep −R− 2ǫ) + 4 log |Y|
))

. (20)

Then we have for

L′ >

⌊

4 log |Y|
Cdep −R − 2ǫ

⌋

+ 1 , (21)

have an(n, exp(nR), L′) codebook. Lettingǫ′ = 3ǫ andR =
Cdep − ǫ′, we have a list code with lists of sizeO(1/ǫ′), as
desired.

Theorem 1 now follows from the preceding Lemma.

IV. FROM LIST CODES TO RANDOMIZED CODES

Given a list code of small (constant) list size, we can
use a small amount of common randomness to construct a
randomized code by using a type of cryptographic message
authentication system. This construction has been used by
Langberg [4] and Smith [5] to construct randomized codes for
constrained bit-flipping AVCs in which the codeword is known
to the jammer. By using our new list codes we can construct
such randomized codes for general AVCs. In this section we
briefly describe the scheme and use out new results on list
codes to characterize the error probability with the key size
and target rate.

Lemma 3:Let CL be an(n,N,L) deterministic list code of
rateR = n−1 logN and probability of errorδ. For key size
K(n) there exists an(n,N/

√

K(n),K(n), δ+δ′) randomized
code where

δ′ =
2LnR√
K logK

. (22)

Proof: Let R′ = n−1 log(N/
√
K). Let i and z be

elements ofGF (
√
K), and let the key be given by the pair

(i, z). Pick {fj(·) : j = 1, 2, . . . , 2nR′} to be a set of2nR′

distinct monic polynomials of degreed − 1 overGF (
√
K).

Then letAij = {(i, zfj(z) + i) : z = 1, 2, . . . ,
√
K}.

Sincei is a constant shift of the polynomialfj(·), it is clear
that {Aij : i = 1, 2, . . . ,

√
K} is a partition of the set of all

keys. Furthermore, forj′ 6= j we have|Aij ∩Aij′ | ≤ d, since
fj(z) = f ′

j(z) for at mostd values ofz.
We now construct a table as shown in Figure 2. The columns

index theN/
√
K messages for the randomized code, and the

rows the
√
K possible values ofi. The N codewords{xl}

of the list codeCL are randomly placed in the table. We also
associateAij with the (i, j)-th cell in the table. The encoder
takes a messagej and key(i, z) and outputs the codeword
of the list code in the(i, j)-th position in the table. Note that
knowledge of the transmitted codeword tells the jammer both
the messagej and part of the keyi.

The decoder for the randomized code first decodes using the
list codeCL to find a list of at mostL candidate codewords
{xl1 ,xl2 , . . . ,xlL}. Each of these codewords has an associated
key set{Aij(l1), . . . , Aij(lL)} given by the table. The decoder
chooses the uniquelk for which (i, z) ∈ Aij(lk) (if it exists)
and outputs the corresponding messagejk.

There are two possible decoding errors. If the list code has
a decoding error then the correct codeword will not be in the
list and so the decoder for the randomized code will fail. This
happens with probability smaller thatδ by the assumptions on
the list code. If the transmitted codeword is in the list produced
by the list decoder, then we will have an error if there is not
a uniquelk for which (i, z) ∈ Aij(lk). That is, we must have
(i, z) ∈ Aij′

k
for somek′ 6= k. We know |Aij ∩ Aij′ | ≤ d,

so there are at mostLd values of(i, z) for which this can
happen. Since the jammer knowsi and there are

√
K values

for z, the probability that the key cannot disambiguate the list
is at mostδ′ = Ld/

√
K. The total error probability is then

δ + δ′.
The last part is to choosed appropriately. There are

√
K

d−1

monic polynomials of degreed−1 overGF (
√
K), so we need

√
K

d−1 ≥ 1√
K

2nR . (23)

This in turn implies

d ≥ nR

log
√
K

. (24)

Substituting this into the expression forδ′ in the previous
paragraph we obtain (22)

Theorem 2:For the AVC {W , l(s),Λ} with codeword
known to the jammer, the pairs(R′(n),K(n)) are achievable
with error ε̂r(n), where

R′(n) = Cdep(Λ) − ρ(n) − 1

2n
logK(n) (25)

ρ(n) ≤ 16Cdep(Λ) log |Y| · n

ε̂r(n)
√

K(n) logK(n)
. (26)

Proof: We can use the previous lemma with our result
on list codes to achieve the desired tradeoff. Letρ(n) =
Cdep(Λ) − RL, whereRL is the rate for a list code of list
size L. For the randomized code construction in Lemma 3
and the bound on the rate loss from Theorem 1, the error



probability is dominated by

δ′ ≤ 2LnR√
K logK

<
8nCdep(Λ) log |Y|
ρ(n)

√
K logK

. (27)

Thus for large enoughn we can bound the error̂εr(n) by 2δ′

and:

ρ(n) ≤ 16nCdep(Λ) log |Y|
ρ(n)

√
K logK

. (28)

This theorem gives some tradeoffs between error decay, key
size, and rate loss. We could equally well phrase the result by
fixing K(n) first and finding the corresponding expressions.

V. D ISCUSSION

In this paper we investigated arbitrarily varying channelsin
which the state sequence may be chosen based on the trans-
mitted codeword. The key benefit derived from randomized
coding is that thedecoding regionDi,k is still unknown to
the jammer. This allows the encoder still achieve rates close
to Cdep(Λ), which is the natural upper bound.

The simplest examples of additive cost-constrained AVCs
are the binary additive channel and the binary erasure channel.
For both of these cases, the list coding problem for adversarial
noise has been studied by many authors [4], [5], [15]–[17].
The results given in this paper above apply to more general
channels with discrete alphabets and constrained adversaries.

As an example, letX = {−1, 1} and letS = {−a,−a +
1, . . . , a} for some integera. The outputY of this channel is
given by

Y = X + S . (29)

That is, Y is the real addition of the input and state. We
consider a power constraint on the jammer:

l(s) = s2 . (30)

This is similar to the model studied by Shamai and Verdu
[18], which analyzes a game between power constrained noise
and an encoder with binary inputs. The results here can show
how randomized coding can help even when the transmitted
codeword is known to the jammer.

Consider the case whenK(n) = n2. In this case we have
a rate loss of

16Cdep(Λ) log(2a+ 3) · 1

2ε̂r(n) logn
− 1

2

logn

n
. (31)

So we can choosêεr(n) = (logn)−1/2 and have the rate loss
and error probability converge to0, although the latter will
decay quite slowly. This is contrast to the case where jammer
does not know the codebook, in which an error scaling of1/n
is achievable.

The problem studied in this paper was motivated by
the problem ofonline adversarieswho view the codeword
causally and can attempt to modify their jamming situation
accordingly. For these situations, the error performance using
randomized codes with small keys should lie between the two

points above. One interesting question is how partial codeword
knowledge can affect the error.

Another interesting extension is to the Gaussian scenario
with a power constraint on the jammer and transmitter power
constraint Γ. In [10] it was shown that key sizes with
K(n)/n → ∞ were sufficient to achieve therandomized
coding capacity

Cr(Λ) =
1

2
log

(

1 +
Γ

Λ

)

. (32)

If the codeword is known to the jammer, then the results of
[6] imply that randomized coding can only achieve

1

2
log

(

Γ

Λ

)

. (33)

The “Gaussian version” of our results here would give the
same capacity value but with limited common randomness. It
would be interesting to see if a similar list coding construction
could be used in that setting as well.
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